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WHO IS THIS FOR?

 People who:

 are new to GNU Radio;

 are new to analyzing a wireless signal; or

 are not directly interested in SDR but utilize data taken from them.
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DOCUMENTATION

 Has someone else already done this?

 Does an OOT Module already exist (CGRAN)?

 Do other libraries exist (RTL 433)?

 Wireless tools (Flipper Zero)?

 FCCID

 Operating frequency and operational descriptions

 Testing reports

 Schematics, BOM, Block Diagrams (If you are lucky)



FREQUENCY

 If you can't find any easy 
solutions start with finding the 
operating frequency:

1. QT Sinks in GNU Radio

2. Spectrum Analyzer

 Start with common frequency 
bands:

 433.05-434.79 MHz

 902-928 MHz (865-880 MHz in 
Europe)

 2.4-2.5 GHz

LGM-02



MODULATION

Complex to Mag Time 

Domain Plot looks like ASK



PACKET ENCODING

We see symbol widths that are multiples of 1 and 2 but not 3 or more:

 Probably Manchester Encoding



COLLECT AND COMPARE PACKETS

 We are lucky, we can vary the value of our sensors!

 Change temperature of the two probes and look for variations in the packets:

172/72:  A6 65 56 65 A5 66 56 66 5A 59 69 59

171/72:  A6 65 56 65 A5 5A 56 66 55 95 A6 59

167/72:  A6 65 56 65 9A AA 56 66 59 A6 99 9A

162/109: A6 65 56 65 9A 96 56 AA A9 96 66 95

162/90:  A6 65 56 65 9A 96 56 99 55 6A 59 66

160/84:   A6 65 56 65 9A 6A 56 95 A9 5A A6 A9



PACKET STRUCTURE

 Only 0x5, 0xA, 0x9, 0x6 looks like Manchester?

 Double check the plots, is the Manchester decoder working properly?

 Try applying it again?

 Now we have something that looks more reasonable!

A6 65 56 65 A5 66 56 66 5A 59 69 59

2B EB 3A EA CD 9D



HYPOTHETICAL PACKET STRUCTURE

 Packet: 0x28AA2EE5D8

 Packet Type:   0x2

 Temperatures:  0x8AA2E

 Checksum:    0xE5D8



CHECKSUMS

 Changes in single bits result in large changes in the checksum, 

looks like a CRC...

 CRC RevEng didn't yield results.

 Same data, different checksums?

 0x28CA32CBF3

 0x28CA3270C8

 If we push the sync button, the checksums change?!



CHECKSUM

Nibbler. “Re: Help: Micro-controller + BBQ Thermometer.” Adafruit Forums.

https://forums.adafruit.com/viewtopic.php?f=8&t=25414&sid=e1775df908194d56692c6ad9650fdfb2&start=15#p3

22178 (Accessed August 30, 2024)



OUR FINAL FLOWGRAPH



DISPLAYING OUR DATA



QUESTIONS?

jbonior@redwiretechnologies.us

https://github.com/redwiretechnologies/gr-bbq

https://github.com/redwiretechnologies/gr-rwttools2

https://forums.adafruit.com/viewtopic.php?f=8&t=25414&sid=e1775

df908194d56692c6ad9650fdfb2&start=15#p322178

We are Hiring!


	Slide 1: Reverse Engineering a Consumer Wireless Device
	Slide 2: Who is this for?
	Slide 3: Outline
	Slide 4: Documentation
	Slide 5: Frequency
	Slide 6: Modulation
	Slide 7: Packet ENCoding
	Slide 8: Collect and Compare Packets
	Slide 9: Packet Structure
	Slide 10: Hypothetical Packet Structure
	Slide 11: Checksums
	Slide 12: Checksum
	Slide 13: Our Final Flowgraph
	Slide 14: Displaying our Data
	Slide 15: Questions?

