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Introduction - LPWAN technologies

Low Power, Long Range and Narrowband
Sensor Communication
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Use cases DASH7

* Localization

= Crowd size estimation

= Energy harvesting

= Smart metering

=  Smart cities

—
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DASH7

= 2004:1SO ratified
=  Originates from ISO/IEC 18000-7 (‘DASH7’)
* Describes the parameters for active air interface communication at 433 MHz (2008-2009) of RFID

=  Originally created for military use (U.S. military)

= 2009:DOD awarded US $428 million contract for DASH7 RFID devices, software, and services to four companies:
Savi, Northrop Grumman, Systems & Process Engineering Corp.,and Unisys => commercial sector

= 2009:announcement of DASH7 Alliance (D7A)
* Adopted and extended by D7A to support loT functionalities

= Nowadays:
= Supports all sub-GHz (ISM/SRD) bands
= OPEN STANDARD for ultra low power mid-range sensor and actuator communication
= vl|.2 spec published in 2019

= Cases up to 2 - 3 km, practical ranges up to 500 m
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DASH7

Full stack
ALP ActP Bl

Security

o

-

<
Channel Channel File Crypto
Cfg. Queue Encrypt. Tables

Session
Stack

D7ATP
Request - Response / Ack

D7AAdVP D7ANP Gctass -
Profiles Security
SCAN
CSMA-CA SUBNET AES 128

PN9 Sub-GHz
(G)FSK 433 1868 /915 9.6/55.55/166.667 kbps
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DASH7 - diving into the PHY

= DASH?7 Alliance Protocol (D7AP) is an open-source communication standard for mid-

range communications

a3 DASH 7

ALLIANCE

Binary (G)FSK

Unlicensed Sub-GHz ISM Bands
433 & (868 or 915) MHz

Implementation of a Multi-Channel DASH7 loT Communication
System for Packet Investigation and Validation
D. Joosens, N. BniLam, M. Weyn and R. Berkvens

Channel Channel Symbol | Modulation | Modulation Frequency
Class Spacing (¢) Rate Scheme Index Deviation ( Af)

(kHz) (kbps) (kHz)

Lo-Rate 25 9.6 2-(G)FSK 1 +4.38

Normal 200 55.555 2-(G)FSK 1.8 + 50

Hi-Rate 200 166.667 | 2-(G)FSK 0.5 + 41.667

i
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DASH7 - diving into the PHY

* Worldwide coverage with local regulatory limitations
#* EN 300 220 (Europe) with local regulatory limitations
##% FCC part 15 in the United States of America.

RF bhand Lo-Rate (d) Normal and Hi-Rate (d) Start (b) End
433 MHz* 0,1, .. 68 0,8, 16, ..., 56 433.06 MHz | 434.785 MHz
‘ 868 MHz** | 0,1,..,279 | 0,8, 16, ..., 216, 229, 239, 257, 270 863 MHz 870 MHz
915 MHz##* | (0, 1, ..., 1039 0,8, 16, ..., 1032 902 MHz 928 MHz
Synce Word Class Coding Scheme

CS50 Csl 52 CS3
(el RFU | 0xF498 | RFU

@ RFU | 0x192F | RFU

0
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DASH7 - diving into the PHY

Time Payload length -
CRC 16 - 2 bytes

synchronization | byte

Ramp-up I Preamble ! Sync Word | Packet Payload 1 Ramp-down

| non-encoded | non-encoded | encoded |

Frame
synchronization

PN9 code - data
whitening
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ASH7 transmitter



DASH7 transmitter
5 steps

= Packet assembly and data formatting
= Data mapping
= Symbols-to-waveform conversion

= Baseband modulation

= SDR modulation
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mbly and data formatting + data mapping



DASH7 transmitter

|, 2 Packet assembly and data formatting + data mapping

] ]
[} [}

‘[ Preamble }:[Sync Word }:[ Packet Payload [cnmﬁ}‘
[} [}

Ramp-up Unencoded , Unencoded , Encoded Ramp-down
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DASH7 transmitter

|, 2 Packet assembly and data formatting + data mapping

Parameter Parameter Python Module Parameter
Data formatting ID: Preamble 1D: SyncWord ID: CRC16_and_PN9 ID: Coded_Packet
Label: Preamble Label: SyncWord Label: Coded_Packet
Vector Source Value: 170, 170, 170, 170 Value: 11, 103 Value: 252, 181, 79, 183

Vector: 170, 170, 170, 170

4 B Tags:

Repeat: Yes

Preamble Mapping stage, binary to symbols

Vector Source

2 B Vector: 11, 103
Tags:

Repeat: Yes

Stream Mux
Lengths: 4,2, 4

Packed to Unpacked
g B Char To Float Add Const
. > Bits per Chunk: 1 -
A Scale: 500m Constant: -1 ’
Endianness: MSB

Sync Word

Multiplexer

Vector Source
Vector: 252, 181, 79, 183

‘T’ Tags:

Repeat: Yes

Throttle
Sample Rate: 9.6k
Limit: None

Virtual Sink
Stream ID: PAM_data

Encoded payload

o Implementation of a Multi-Channel DASH7 loT Communication
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‘umec IDLab e Universieic 13 D. Joosens, N. BniLam, M. Weyn and R. Berkvens
- University of Antwerp - imec - IDLab



DASH7 transmitter

|, 2 Packet assembly and data formatting - output T.D.

Amplitude

0,5

s ' 10
Time (ms)
o Implementation of a Multi-Channel DASH7 loT Communication
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DASH7 transmitter
|, 2 Data mapping - output T.D.

nble: 4 Sync Word: 2 Payload: 4 Preamble

Amplitude
o

L 1
— — A ————

Preamble Sync Word Encoded payload

04
Time (ms)
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mbols-to-waveform conversion



DASH7 transmitter

3. Symbols-to-waveform conversion

Variable
ID: sps

Variable Value: 10

Variable
1D: ntaps
Value: 800

Variable Variable
1D: beta ID: Gaussian_Shape_Filter
Value: 500m Value: firdes.gaussianinta...

ID: Gaussian_Shape_Filter
Value: firdes.gaussian(nta...

AGC

Virtual Source
Stream ID: PAM_data

—

Interpolating FIR Filter
Interpolation: 10
Taps: Gaussian_Shape_Filter

Rate: 1.04167m

H Reference: 1

Gain: 10

-

Virtual Sink
Stream ID: shaped_pulse

Upsampling and
pulse shaping

Ji
- UNIVERSITENT Universiteit
lTn e c IND Lab GENT Antwerpen

Max Gain: 65.536k

Gain normalization
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DASH7 transmitter

3. Symbols-to-waveform conversion

‘unec

./-

General

1D

Value

Properties: Variable

Advanced Documentation Generated Code

Gaussian_Shape Filter

firdes.gaussian(ntaps/2, sps,beta,ntaps)

OK

Cancel

Variable
ID: sps
Value: 10

Variable
ID: ntaps
Value: 800

Variable
1D: beta
Value: 500m

Variable
ID: Gaussian_Shape_Filter
Value: firdes.gaussianinta...

IDLab

—
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DASH7 transmitter

3. Symbols-to-waveform conversion - output T.D.

‘unec

Amplitude

IDLab

m After agc

—

UNIVERSITEIT
GENT

Universiteit
Antwerpen

Time (ms)

T
10
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- Baseband modulation



DASH7 transmitter

4. Baseband modulation s(t) = Ae?®®)

t
O(t) = 27rh/ aT)dT
Jo

L
at) = E a(i)q(t —il%)
Virtual Source i—0
Stream ID: shaped_pulse =
Constant Source QT GUI Sink
_ Constant: 1 . Name: Tx
Multiply Const IR Filter Magnitude and Phase To Complex EET Skee: 4056
Feed-forward Taps: 1
Constant: 314.159m Center Frequency (Hz): 0
Feedback Taps: 1, -1 D .
Data type conversion S
= a q
const (21TAf)/T f Rectangular Update Rate: 10
integrator CD Spectrum output

| — >
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DASH7 transmitter

4. Baseband modulation - output FD.

‘unec

IDLab

DASH7 transmitter

- @ x

Relative Gain (dB)

-120 -

-140 -

SPACE

MARK

® Rectangular

010

—

UNIVERSITEIT
GENT

T
-40.00

Universiteit
Antwerpen

-20.00

0.00
Frequency (kHz)

22

20.00 40.00
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DASH7 transmitter
5. SDR modulation

= Baseband signal onto a carrier (passband)
= Fc=863.0125 MHz (CHO)

= BW =17.68 MHz
= Norm.gain = 0.8

....plementation of a Multi-Channel DASH7 loT Communication
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DASH7 transmitter

Signal in T.F. domain

-50 -
@
T-100 -
[
°
3
=
§-150 -
]
=
-200 |
012 T
0.1
0.08 AV'V"'::»,,
0.06
0.04
0.02 T _—
Time domain (s) 0 2125
=
i
: UNIVERSITEIT Universiteit
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-50 -

Magnitude (dB)

T a125 0.12

T 312s

Frequency domain (KHz)

25

-100 -

-150 -

200

Time domain (s)

T 4125

3125

0 2125
Frequency domain (KHz)

Gaussian FSK,BT = 0.5
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DASH7 transmitter

Signal in T.F. domain

400

@
®
=]

w
o3
S

Gaussian FSK,BT = 0.5

Frequency domain (KHz)
8
o
Power/frequency (dB/Hz)

n
o]
S

400

N

N

o
w
@
S

N

N

o
w
2}
=]

0.2 0.4 0.6 0.8 1 1.2

Time domain (s)

FSK

Frequency domain (KHz)
8
1S3
Power/frequency (dB/Hz)

280

260

240

220

0.2 0.4 0.6 0.8 1 1.2
Time domain (s)
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DASHT7 receiver



DASH7 receiver

6 steps

= SDR reception

= Frequency downconversion
= Demodulation

= Time synchronization

= Frame synchronization

= Payload decoding

—
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|.SDR reception



DASH7 receiver

SDR reception

UHD: USRP Sink

E Sync: No Sync

Samp rate (Sps): 7.66M H

Cho: Center Freq (Hz): ..13M | | wweless
—Jl| cho: Gain Value: 800m channel

ChD: Gain Type: Normalized
Chi: Antenna: TX/RX

TX connection to USRP BZ210

g(t) =

—

tmec IDLab  imesmen it 30

Aeiz;'r (f.;t—l—.-ﬁf fot m(

UHD: USRP Source
Device Address: ser.. 3271164

Sync: Mo Sync

Samp rate (Sps): 7.68M .
E Chi: Center Freq (Hz): 366.5M

Chi: AGC: Default j

Chi: Gain Value: 250m

Chi: Gain Type: Mormalized
Chi: Antenna: RX2

Ch0: Bandwidth {Hz): 7.68M

RX connection to USRP BZ10

T)dT)

Implementation of a Multi-Channel DASH7 loT Communication
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quency downconversion



DASH7 I
o
receiver g
=
. = —
2. Frequency downconversion 2
CHoO 0
Variable Variable Variable Frequency
ID: sampling_rate ID: IF ID: ch
Value: 7.68M Value: 3.4875M Value: 0
File Source QT GUI Sink
File: ..._13.42.33.sigmf-data Throttle Name:
:::Zat:-Not . Sample Rate: 7.68M FFT Size: 1024
Off e:gom ag: () Limit: None Center Frequency (Hz): 0
5 se;;. . Bandwidth (Hz): 7.68M
teicdis Slow down the Update Rate: 10

sample stream

Recorded 1/Q samples . k
Del;:)nv‘va::::slﬁlter x(k) — Ar€I (ZTIAf ET:O m(r)Ts—i—(Pg)
Signal Source -

Sample Rate: 7..68M . Sample Rate: 7.68M Virtual Sink
Waveform: Cosine usply Cutoff Freq: 14.4k Stream ID: Center...cy_signal
Freqlfencw 3.4875M . Transition Width: 10k

Amplitude: 1 Window: Hamming Baseband signal
Offset: 0 Mixer Beta: 6.76

Initial Phase (Radians): 0

Local oscillator Clean up the spectrum

o Implementation of a Multi-Channel DASH7 loT Communication
i System for Packet Investigation and Validation
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. Demodulation



DASH7 receiver

3. Demodulation

Variable Variable Variable
ID: sampling_rate ID: bit_rate ID: deltaF
Value: 7.68M Value: 9.6k Value: 4.8k
Virtual Source R Multiply Const :::e:p"llz:':? lF'“ Filter
Stream ID: Center...cy_signal P Constant: 254.648 HIGEETET
Taps: 1,-1
i Extract the phase ®(k) Divide the phase o
The frequency shifted by the value of 21rh The derivative of

received signal the phase

Low Pass Filter

Decimation: 1
Gain: 1 Constant Source

Virtual Sink Sample Rate: 7.68M Constant: 1
Complex to A Magnitude and Phase To Compl
Stream ID: demodulated_signal _<_ omplex 9 Cutoff Freq: 4.8k ke a el

Transition Width: 10k
Window: Hamming
Beta: 6.76

Filter the resultant signal to mitigate the high frequency noise

Implementation of a Multi-Channel DASH7 loT Communication

. iy o System for Packet Investigation and Validation
mmec IDLab GE&‘%ERS'TE” g;{‘ﬁ;;;:"f 34 D. Joosens, N. BniLam, M. Weyn and R. Berkvens
University of Antwerp - imec - IDLab



me synchronization + Payload decoding



DASH7 receiver

4,5, 6 Time + Frame synchronization + Payload decoding

Variable Variable Variable Variable

ID: sps 1D: ntaps ID: SyncTag 1D: gaussian_tx

Value: 800 Value: 800 Value: syncword Value: firdes.gaussian(nta...
Symbol Sync

= Correlate Access Code - Tag
Timing Error Detector: Mueller and Miller

Samples per Symbol: 800 Binary Slicer :::,:::;:Tl;: [IDLebT0I0)
Expected TED Gain: 1 )

. . Tag Name: preamble
T e Loop Bandwidth: 45m Symbol to single bit 9 P
Stream ID: demodulated_signal .. Dam_pmg Factl?r:“L conversion Correlate stream with the
Maximum Deviation: 1.5 preamble sequence
The demodulated samples CrEm ey ik and add a tag

Interpolating Resampler: Polyphase Filterbank, MF
Filterbank Arms: 800
PFB MF Taps: gaussian_tx

Matched filter, time synchronization
and data decimation

Correlate Access Code - Tag

Chunks to Symbols DASH7_demod_py_bb < Access Code: 0000101101100111
Synctag: syncword Threshold: 0

QT GUI Time Sink
Number of Points: 1.024k
Sample Rate: 7.68M

Symbol Table: 0, 1

. Tag Name: syncword
Autoscale: No Pimension: 1 PN9 decoder, CRC16 check,
- - ; convert bits to hexadecimal Correlate stream with the
Visualize decoded Demapping chunks and print to terminal Sync Word sequence
message in the back to symbols and add a tag
time domain
o Implementation of a Multi-Channel DASH7 loT Communication
. I o System for Packet Investigation and Validation
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DASH7 receiver

Time + Frame synchronization + Payload decoding - output T.D.

|01010101010I0IOIOIOIOIOI01010100000101101100111....

o Implementation of a Multi-Channel DASH7 loT Communication
iy S System for Packet Investigation and Validation
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Experimental results

= ST B-L072Z-LRWAN!I dev board ™ Pl

= TX:D7 node using Sub-loT stack [Tb

= RX:D7 GW using Sub-loT stack T

= RX:USRP B210 Channel 186, Lo-Rate, 868 MHz | ]

= 40 dB attenuator + RF splitter S SR |RX

= Payload: [0x00, 0xAB, 0XCD]
= 7.68 MS/s

* Normalized gain: 0.25
= Savedas Cl LEI6

—

N
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:

unsolicited_ DASHT_data_
response_logger.py recorder.py
|
/G samples
Gateway logs

Implementation of a Multi-Channel DASH7 loT Communication
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https://github.com/Sub-IoT/Sub-IoT-Stack
https://github.com/Sub-IoT/Sub-IoT-Stack

Experimental results
Bench setup
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Experimental results
Output GRC with real data

= 3 channels, 30 packets sent, all recovered

= |nvestigate time domain, console logs, parse hexstring

‘unec

IDLab

—

UNIVERSITEIT
4

GENT

Found packet 1 syncword at
2024-08-06 14:43:46.931153
MsgLength = 25 bytes

Msg = 24 1 110 32 33 49 55
32 64 0 3 0 171 205 199 20
Hex:

18 01 6e 20 21 31 37 34 34
20 40 00 03 00 ab cd c7 14
CRC read =11 000111
CRC calc 11000111
Check 1i1s True

correlate_access_code_tag_bb :debug:
writing tag at sample 11577

location 10200
52 52 0 45 0 23 128 110 O

00 2d 00 17 80 6e 00

0O 001O01CO00
0O 001O01CO00

ld' Universiteit
Antwerpen
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Experimental results
Continued...

® .
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Experimental results
Continued...
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Conclusion & future work

DASH7 PHY investigation and testing tool for simulation and real-world experiments

m Understand how DASH7 PHY works
m Data set of DASH7 messages

m Make it more dynamic

m CFO correction system
m Implementation of other layers

Implementation of Normal Rate and Hi-Rate channel classes
m Implementation of /> FEC

o Implementation of a Multi-Channel DASH7 loT Communication
i System for Packet Investigation and Validation
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Resources

= GRC flowgraphs “ GitLab

m https://gitlab.ilabt.imec.be/dash7/multi-channel-dash7-iot-communication-system

m Data set
m https://doi.org/10.5281/zenodo. 13734533
m Signal Metadata Format (SigMF)

https://www.youtube.com/(@dash7academy58|
https://www.dash7-alliance.org/ ,
https://www.dash7-alliance.org/download-specification/

https://github.com/Sub-loT/Sub-loT-Stack

— Multi-Channel DASH7 loT Communication
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https://www.dash7-alliance.org/
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Contact

o a4 %4
m dennis.joosens@uantwerpen.be Dl a b

m idlab.uantwerpen.be
' INTERNET & DATA LAB
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