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Signal Analysis

LEARNING OBJECTIVES
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1.1 Reverse engineer a simple RF transmitter

1.2 Create a GNURadio flowgraph to operate fan (or at
least generate simulated bitstream)

1.3 Get hands-on with GRC and other tools!



Signal Analysis

PROCESS OVERVIEW
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1. Find carrier frequency

2. Determine modulation type

3. Determine encoding
scheme


 Commands

 Bits/bytes/nibbles

 Bit rate/baud rate

4. Build encoder

5. Modulate and Transmit
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ANALYSIS TOOLS
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 GNURadio


 GQRX


 Universal Radio Hacker
(URH)


 SDR Angel
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HARDWARE
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 PlutoSDR


 HackRF


 BladeRF


 USRP (B20X, etc.)
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SIGNAL CAPTURE: FIRST FIND IT
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 Let’s use GQRX to find it


 Any guesses as to carrier
freq?


 Set up GQRX to use your
radio (anything but a USRP!)
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SIGNAL CAPTURE: URH
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 Capture multiple buttons


 Open Project


 Spectrum Analyzer to fine
tune carrier acquisition


 Collect data for 3 fan
speed buttons
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ENCODING ANALYSIS
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 What fields would we
expect to see in a simple
message?


 How is information (1’s and
0’s) encoded?


 Can we identify parts of the
message based on
collects?


 Is a command sent just
once?


 What else do you notice?
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BUILDING AN ENCODER
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 Source: vector


 Hunter fan encoder block:
hier block to generate OOK


 Mapping

 Resampling/repeating

 Adding silence between

commands


 Head block to limit
transmission


 Amplify output


 Output sink
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GNURADIO-ISMS AND NUANCES
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 Can we turn the fan on?

 What’s the right radio?

 Data format for command

input

 Stop command?

 Samples vs Symbols

 Double modulation?

 How many command

repeats?

 How to produce

on-demand transmit?
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FAN ENCODER
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HIER BLOCK
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