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Abstract
WiFi device fingerprinting and re-identification
(RFFI) are critical functions for wireless secu-
rity, mobility intelligence, and spectrum shar-
ing applications. However, rapid prototyping
and evaluation of fingerprint extraction and clas-
sification models remains a challenging task.
Model performance evaluation requires explor-
ing various environmental conditions, emitter
types, and more. To streamline this process, we
introduce gr-mobrffi — an out-of-tree GNUra-
dio project for real-time evaluation of device fin-
gerprinting and re-identification models, avail-
able on GitHub 1. The gr-mobrffi GNU Ra-
dio blocks are designed to ingest WiFi frame
preambles and produce vector embeddings to fin-
gerprint and re-identify devices. We evaluate
gr-mobrffi by performing real-time fingerprint-
ing and re-identification on twelve WiFi emit-
ters, while capturing WiFi probe requests with an
AntSDR running OpenWiFi, and a custom Rust
app. Indoor testing demonstrates the accuracy of
our framework on fingerprint matching and re-
identification by displaying WiFi device labels to
a GUI.

1. Introduction
RFFI is a crucial technique for various applications, in-
cluding mobility intelligence, wireless security, and oth-
ers. It relies on hardware impairments of the RF chains
of wireless transmitters and can be a powerful tactic for
non-cooperative extraction of permanent device identifiers.

1https://github.com/smazokha/gr-mobrffi
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The core approach behind this technology is using deep
learning models to recognize device-identifying features in
either raw or transformed IQ samples from a wireless re-
ceiver.

However, RFFI is exposed to several issues that can sig-
nificantly hinder the performance of fingerprinting mod-
els and complicate the path to building a production-ready
RFFI system. First, fingerprint extraction models require
diverse datasets that represent signals from all supported
RF chipsets and device models, as well as across various
environmental conditions and receiver configurations. Sec-
ond, the fingerprinting approaches are sensitive to minute
changes in the environment (e.g., micro-Doppler effects
(Argyriou, 2023)), which can be hard to capture in a
dataset. Furthermore, device fingerprints are prone to de-
grading over time and being affected by the lack of syn-
chronization in transceiver systems (e.g., carrier frequency
offsets (Zhang et al., 2019)).

One of the key aspects to addressing these challenges
is rapid prototyping. However, the state-of-the-art re-
identification method evaluation is slow and inefficient, be-
ing limited by a laborious data collection process and ”of-
fline” evaluation stage, which limits the researcher’s capac-
ity to quickly explore the behavior of new models and tech-
niques in a dynamic environment.

To this end, we introduce gr-mobrffi – a suite of GNUradio
blocks designed to ingest, run inference on extracted WiFi
preambles, perform fingerprint matching, vector store re-
trieval, and display the device labels to the user. In addition,
considering our focus on 802.11 stack, we present an app
for configuring, capturing, and extracting WiFi preambles.
We evaluate gr-mobrffi on a set of WiFi emitters that are
configured to transmit WiFi probe requests with a spoofed
MAC address, and achieve a 94% device re-identification
accuracy in an indoor closed-set scenario. Finally, we
open-source all components of the described pipeline for
continued development.

https://github.com/smazokha/gr-mobrffi



