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Abstract

WiFi device fingerprinting and re-identification
(RFFI) are critical functions for wireless secu-
rity, mobility intelligence, and spectrum shar-
ing applications. However, rapid prototyping
and evaluation of fingerprint extraction and clas-
sification models remains a challenging task.
Model performance evaluation requires explor-
ing various environmental conditions, emitter
types, and more. To streamline this process, we
introduce gr-mobrffi — an out-of-tree GNUra-
dio project for real-time evaluation of device fin-
gerprinting and re-identification models, avail-
able on GitHub !. The gr-mobrffi GNU Ra-
dio blocks are designed to ingest WiFi frame
preambles and produce vector embeddings to fin-
gerprint and re-identify devices. We evaluate
gr-mobrffi by performing real-time fingerprint-
ing and re-identification on twelve WiFi emit-
ters, while capturing WiFi probe requests with an
AntSDR running OpenWiFi, and a custom Rust
app. Indoor testing demonstrates the accuracy of
our framework on fingerprint matching and re-
identification by displaying WiFi device labels to
a GUL

1. Introduction

RFFI is a crucial technique for various applications, in-
cluding mobility intelligence, wireless security, and oth-
ers. It relies on hardware impairments of the RF chains
of wireless transmitters and can be a powerful tactic for
non-cooperative extraction of permanent device identifiers.

'nttps://github.com/smazokha/gr-mobrffi
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The core approach behind this technology is using deep
learning models to recognize device-identifying features in
either raw or transformed IQ samples from a wireless re-
ceiver.

However, RFFI is exposed to several issues that can sig-
nificantly hinder the performance of fingerprinting mod-
els and complicate the path to building a production-ready
RFFI system. First, fingerprint extraction models require
diverse datasets that represent signals from all supported
RF chipsets and device models, as well as across various
environmental conditions and receiver configurations. Sec-
ond, the fingerprinting approaches are sensitive to minute
changes in the environment (e.g., micro-Doppler effects
(Argyriou, 2023)), which can be hard to capture in a
dataset. Furthermore, device fingerprints are prone to de-
grading over time and being affected by the lack of syn-
chronization in transceiver systems (e.g., carrier frequency
offsets (Zhang et al., 2019)).

One of the key aspects to addressing these challenges
is rapid prototyping. However, the state-of-the-art re-
identification method evaluation is slow and inefficient, be-
ing limited by a laborious data collection process and ”of-
fline” evaluation stage, which limits the researcher’s capac-
ity to quickly explore the behavior of new models and tech-
niques in a dynamic environment.

To this end, we introduce gr-mobrffi — a suite of GNUradio
blocks designed to ingest, run inference on extracted WiFi
preambles, perform fingerprint matching, vector store re-
trieval, and display the device labels to the user. In addition,
considering our focus on 802.11 stack, we present an app
for configuring, capturing, and extracting WiFi preambles.
We evaluate gr-mobrffi on a set of WiFi emitters that are
configured to transmit WiFi probe requests with a spoofed
MAC address, and achieve a 94% device re-identification
accuracy in an indoor closed-set scenario. Finally, we
open-source all components of the described pipeline for
continued development.


https://github.com/smazokha/gr-mobrffi
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Figure 1. Experimental setup.

The rest of this paper is structured as follows. Section 2 de-
scribes our experimental setup, and the motivation behind
emitting WiFi probe requests. Section 3 provides a descrip-
tion of our Rust-based signal capture and pre-processing
application. Section 4 demonstrates the functionality, de-
sign, and implementation of each of the gr-mobrffi blocks.
Section 5 briefly demonstrates the preliminary performance
results of the gr-mobrffi on our experimental setup. Finally,
Section 6 summarizes the results of our work and outlines
our future plans.

2. Hardware and Experimental Setup

Our experimental setup consists of twelve WiFi adapters
and one SDR, illustrated in Fig. 1. More specifically,
we consider 12 Alfa WiFi Adapters with an RTL8812AU
chipset onboard, configured to transmit WiFi packets in
monitor mode on channel 36 of 5 GHz WiFi band (5180
MHz). Transmitters are simultaneously connected to a
Raspberry Pi with a scipy-based probe injection tool (Bao,
2022) installed to configure and perform the transmission
process. The tool provides an easily accessible interface
to specify the contents of emitted packets, namely, WiFi
probe requests, such as the source and destination MAC
addresses, WiFi channel, network interface, and more. For
further exploration of the tool, the reader is encouraged to
review our previous work (Mazokha et al., 2021b). A single
AntSDR E200 software-defined radio receiver (Technol-
ogy, 2023) is connected to the host device running Ubuntu
22.04. The device has been configured to run OpenWiFi
firmware (Jiao & the OpenWiFi Project contributors, 2025)
with a custom onboard Rust app to perform simultaneous
capture of RadioTap headers from the FPGA-based WiFi
decoder, and the IQ samples from the DMA buffer. Im-
portantly, OpenWiFi software only supports OFDM. Con-
sidering that WiFi probe requests are emitted on the lowest
available data rate (DSSS on the 2.4 GHz band), this moti-

vated our choice of transmitting signal on the 5 GHz band.

2.1. Why WiFi Probe Requests?

Our selection of WiFi probe requests is motivated by our
core research interest in building a robust WiFi-based mo-
bility intelligence system for smart cities (Mazokha et al.,
2021b;a). Prior work from our group explored several av-
enues for extracting valuable insights about pedestrian and
vehicular traffic using WiFi probe. Probe requests are ubiq-
uitously emitted by WiFi-enabled mobile devices in at-
tempts to discover and later connect to the nearby WiFi
access points. They can also be used to gauge the pub-
lic presence in the area. However, modern operating sys-
tems and WiFi revisions randomize MAC addresses encap-
sulated in these packets to enhance privacy, which intro-
duces artificially inflated device counts and forbids move-
ment trajectory analysis in public spaces. To this end, WiFi
probe request-based RFFI can be an effective solution.

3. Signal Capture and Pre-processing

The task of signal capture consists of two tasks. First, we
must capture raw [Q samples transmitted by the Alfa emit-
ter on an open WiFi channel. Second, we must decode
the same frame to extract supplemental device informa-
tion, such as MAC addresses, SEQ numbers, and PNL lists,
to use for filtering frames and potentially synchronize data
capture across multiple receivers.

These tasks can be easily achieved separately. Raw IQ
samples can be captured using either a USRP (e.g., Ettus
X310) or an SDR (e.g., PlutoSDR or HackRF). They can be
further decoded offline using tools such as Matlab WLAN
Toolbox (The MathWorks, Inc., 2025), or a gr-ieee802-11
GNU radio Wifi transceiver suite. WiFi frames can also be
continuously decoded in real-time by hardware with mon-
itor mode support, such as the Raspberry Pi, Alfa sniffers,
and various other devices that support firmware patching
tools, like Nexmon (Schulz et al., 2017). However, these
functionalities are seldom supported together for real-time
signal capture and decoding.

Fortunately, OpenWiFi, an open-source 802.11-compatible
suite of firmware and software tools, can be a solution. It is
capable of FPGA-enabled signal decoding, capturing both
1Q samples and channel state information, as well as a va-
riety of other functions. OpenWiFi also supports low-cost
SDR solutions such as AntSDR E200, which is sufficiently
cost-effective for adoption in a real-world environment.

Based on the above, we implement a Rust-based app for
capturing both the IQ samples and the decoded fields of
the emitted WiFi probe requests. The diagram of the app
is illustrated in Fig. 2. It runs natively on AntSDR ARM
SoC and continuously receives RadioTap headers decoded
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Figure 2. Rust-based signal capture app.

by the FPGA. It also receives the side-channel IQ samples
from the DMA buffer, which is capable of containing up to
4095 IQ samples at a time. The system is configured to trig-
ger frame capture once the receiver passes the legacy signal
field (L-SIG) checksum verification. This process ensures
that there is a fixed offset between the start of the buffer
and the start of the OFDM preamble. This consistent trig-
ger time allows us to efficiently extract the frame preamble
by trimming the buffer by a known number of samples.

Considering that both the IQ buffer reading and the Radio-
Tap header capture processes are independent, we match
the extracted data using timestamp values encoded in both
data sources. For the DMA buffer, the timestamps are en-
coded in the first 64 bits of the buffer vector, while the Ra-
dioTap header contains an additional and easily available
timestamp field.

Next, we filter the received traffic using the decoded MAC
address field, knowing the expected spoofed value from
the transmitter chain. Considering that the IQ samples are
stored in the buffer in the int16 format, we also scale the
values by % to bring them to the standard [—1;1] value
range. Finally, the IQ samples, as well as the RadioTap
fields such as the MAC address, SEQ number, and the
timestamp value, are streamed to the host for further pro-
cessing.

The entire pipeline provides a robust path to capturing WiFi
traffic, and importantly does not overflow the maximum
available bitrate of the fastest available interfaces to com-
municate with the host — 1 Gigabit Ethernet cable.
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Port: 9000
MTU: 10k
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Figure 3. gr-mobrffi GNU Radio example flowgraph.

4. gr-mobrffi

The gr-mobrffi pipeline is illustrated in Fig. 3. It consists
of six stages. First, the packets containing the filtered WiFi
preamble IQ samples are received by the Socket PDU block
and are transformed into a tagged stream. Next, the IQ
samples are upsampled from 20 Msps to 25 Msps to con-
form to the required format of the MobRFFI fingerprint ex-
tractor model. The data is then converted from a stream to
a vector and sent as an input to the MobRFFI Fingerprint
Extractor. The produced fingerprint is then ingested by the
MobRFFI Re-identifier, which determines the label for the
transmitter. Finally, the produced label is displayed to the
user. Each of the gr-mobrffi blocks is described in more
detail below.

4.1. Fingerprint Extraction

The fingerprint extractor is designed to ingest raw I1Q sam-
ples of an OFDM preamble and produce an embedding vec-
tor containing device-identifying features of the transmit-
ter. The block has several parameters: input vector length,
output embedding length, width of the spectrogram into
which the preamble is transformed, path to the trained ex-
tractor model file, and a selector specifying whether the in-
ference should be performed on a CPU or a GPU.

For each input, a vector of 400 IQ samples of an upsampled
IQ spectrogram, two steps are performed. First, the vec-
tor is transformed into a channel-independent spectrogram,
as illustrated in Fig. 4. The process has been thoroughly
explored in our prior work (Mazokha et al., 2025). It con-
sists of (a) extracting the preamble from an OFDM frame
on AntSDR, (b) performing a short-term Fourier transform
(STFT) to convert the IQ samples into a frequency domain,
and (c) dividing the neighboring STFT bins to suppress
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Figure 4. WiFi frame preamble transformation.

wireless channel effects while preserving device-specific
characteristics of the captured signal. Finally, we remove
the DC and guard subcarriers, since they do not hold the
information transmitted by the emitter and therefore do not
contribute to the fingerprinting task. Second, the channel-
independent spectrogram is ingested by the deep learning
model, trained to extract features representing the hard-
ware impairments of the transmitting RF chain. We reuse
the model design from our prior work, which was origi-
nally implemented in TensorFlow and Keras. However,
to maintain the framework-agnostic approach, we adopt
the ONNX runtime environment (Microsoft Corporation,
2019), and convert our model weights to the new standard.
Finally, the result of the block is a vector embedding, which
can be used for attempting to match the transmitter against
a database of previously identified devices.

4.2. Re-identification

The re-identifier block is the cornerstone of the gr-mobrffi
pipeline. It ingests extracted embedding vectors and at-
tempts to make two decisions: 1) whether the associated
device is known to the system (i.e., known or rogue) and,
2) if so, which of the known devices matches the embed-
ded features. To achieve this task, the block has the fol-
lowing parameters: vector embedding length, path to the
local vector database file (e.g., ChromaDB (Chroma Core
contributors, 2025)), name of the database collection to cre-
ate or contribute to, and a pre-determined cosine similarity
threshold for identifying unknown devices.

The workflow of the block is illustrated in Fig. 5. First, the
input embedding is used to query the vector database. This

Fingerprint Matching Distance Estimation

KNN Vector Search Calculate distance to new signal
eos(B) = I__"' ""I

Device Candidates ¢
Device #1 Device Distances
Device #2 Distance: 0.1
Device #3 Distance: 0.5
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New / Known Dyvice Classification & Identification

Threshold: 0.05
Enroll New Device
>

Distance: 0.1

Any devices below
threshold?

Yes

Select candidate
with min distance, update [——®| Return device ID
fingerprints in database

Figure 5. Device re-identification framework.

process involves using KNN and a cosine similarity dis-
tance metric to identify the top-K potential matches (i.e.,
device candidates) that most closely resemble the new em-
bedding. For the identified candidates, the cosine similarity
value is compared against the threshold value, which is es-
tablished experimentally during the model training stage. If
any candidate’s similarity metric is above the constant, we
consider the candidate to be a new device. In such a case,
a new device label is produced and stored in the database
along with the embedding vector. Alternatively, the device
is considered to be known, and the label of the candidate
with the highest available similarity value is the result. The
result of the block is a label value of an integer type, which
is reused if the same device is identified again.

4.3. Real-time Demonstration

The label demo simply displays the produced device label
to the user. Its GUI example is illustrated in Fig. 6. The
block has a single parameter — the number of anticipated
labels. Once a new label is received, the block associates
its value with the first available tile in the window. On re-
peated reception, the tile colors are altered to display the
active device with a green color.
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5. Preliminary Indoor Performance

We performed an experimental evaluation of our signal
capture, pre-processing, and re-identification pipeline in-
doors on a set of 12 Alfa WiFi transmitters. During this
experiment, a set of 1000 frames per device was used for
training the fingerprint extractor model. Device classifi-
cation has been performed across a set of 100 additional
frames per device. The results are illustrated in Fig. 7.
Here, the heatmap illustrates a confusion matrix, where
rows and columns represent the device identifiers, while
the color of each tile represents the number of matches be-
tween each pair of devices. During this initial experiment,
the framework achieves 94.67% classification accuracy.

6. Conclusion and Future Work

In this paper, we presented gr-mobrffi, a system for eval-
vating RFFI models and frameworks in real-time on WiFi
packets. As part of the proposed suite of tools, we pre-
sented a two-fold: a Rust-based app for AntSDR with
OpenWiFi firmware to capture and pre-process the WiFi
probe requests, and a set of GNUradio blocks to receive,
upsample, run inference on preamble 1Q samples using an
ONNX model, perform device re-identification, present,
and store the device fingerprints in a local vector database.
During our initial evaluation indoors on a set of 12 Alfa
transmitters, we achieved 94% device classification accu-
racy.

gr-mobrffi presents a key path to building a production-
ready RFFI system through real-time prototyping. Since
the project is open-sourced, the model, the database choice,
and the re-identification algorithm can be modified and im-
proved over time.

Our results prompt several paths for future work. First,
building a real-world RFFI system requires training a fin-
gerprinting model on a large fleet of devices that represent
the majority of commercially adopted RF chipsets. To this
end, we plan to use the AntSDR and the proposed app to
capture a large dataset and train a larger model. Second,
the RFFI system is prone to various environmental effects,
which can hinder the system’s performance. As aresult, we
plan to integrate the AntSDR and the GNUradio workflow
into our Moblntel testbed in West Palm Beach and upgrade
a set of 54 sensors to enable real-world experimentation
with gr-mobrffi. Finally, the scalability of the RFFI frame-
work requires its deployment on a large number of sensors,
with the ability to share the fingerprints. Hence, we will ex-
plore the avenue of adopting federated learning techniques
to train and fine-tune models on the edge, while sharing and
averaging model weights across multiple sensors.
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