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Spying on a monitor using an antenna?




A brief history

B During World War II, US military used Bell's 131-B2 to encrypt teleprinter signals
3

TEMPEST: A Signal Problem
The story of the discovery

of various compromising radiations
from ications and Comsec equi 1 i

@ As accidentally discovered by Bell's researchers, it generated emissions such that the
plaintext could be recovered tens of meters away
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A brief history

B During World War II, US military used Bell's 131-B2 to encrypt teleprinter signals
F 3

TEMPEST: A Signal Problem
The story of the discovery

of various compromising radiations
from ications and Comsec equi 1 i

@ As accidentally discovered by Bell's researchers, it generated emissions such that the
plaintext could be recovered tens of meters away

B This event triggered what then evolved into TEMPEST: how to spy on these emanations
and how to protect sensitive information from potential eavesdroppers
® However, most is classified and remained restricted to the military and government for
several years
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A brief history

B It was not until 1985 when Wim Van Eck published his paper on eavesdropping CRTs
monitors

Electromagnetic Radiation from Video
Display Units: An Eavesdropping Risk?

1. Introduction

Wim van Eck
PIT br Noher Lu

Lewdsch

It is well known that electronic equipment pro-

equipment. These are need:
mum interference levels which

® The reason why the term Van Eck Phreaking is sometimes used to refer to TEMPEST
applied to video
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A brief history

B It was not until 1985 when Wim Van Eck published his paper on eavesdropping CRTs
monitors

Electromagnetic Radiation from Video
Display Units: An Eavesdropping Risk?

1. Introduction

® The reason why the term Van Eck Phreaking is sometimes used to refer to TEMPEST
applied to video (most notably on Neal Stephenson’s Cryptonomicon)
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A brief history

B In 2003 Markus G. Kuhn published a technical report on how to spy (and protect) modern
video displays (both analog and digital)

Technical Report N
Number 577
UNIVERSITY OF
CAMBRIDGE

Computer Laboratory

Compromising emanations:
eavesdropping risks of computer
displays

Markus G. Kuhn
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A brief history

B In 2003 Markus G. Kuhn published a technical report on how to spy (and protect) modern
video displays (both analog and digital)

B In 2014 the first SDR implementation was published: Martin Marinov's TempestSDR

Technical Report

UCAM-CL-TR-577
ISSN 1476-2986

Number 577

UNIVERSITY OF
CAMBRIDGE

Computer Laboratory

Compromising emanations:
eavesdropping risks of computer

displays

Markus G. Kuhn

Remote video eavesdropping using a
software-defined radio platform

Martin Marinov
St Edmund’s College

B/ UNIVERSITY OF
CAMBRIDGE

A dissertation submitted to the University of Cambridge
in partial fulfilment of the requirements for the degree of
Master of Philosophy in Advanced Computer Science

Federico Larroca

gr-tempest

6/18



A brief history

Tempest SDR Library;

6. Post

Java Tempest SDR

L UCTERIER I | e e
radio hardware Frame averaging
® Java-based GUI 1 Auto Gain
® Modules written in ¢

8. Java JNI

C for DSP 2 05 driver 5. Re-sampling
® Plugins for SDR l )
hardware

3. Plugin Input dil  |———>

>

a.
Demodulation
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A brief history

Tempest SDR Library
6. Post ( Java Tempest SDR|
M TempestSDR o] || Lol o L
® Java-based GUI e TR L
@ Modules written in ! B
C for DSP — I
@ Plugins for SDR | 5
hardware v | La| & Amptuge | AR |

W In 2017-2018 we worked along Pablo Menoni with TempsestSDR for his master thesis
B In 2020, during the beginning of the pandemic, | developed and published gr-tempest,
basically a TEMPEST implementation in GNU Radio
@ Take advantage of GNU Radio to address the problem:

e Easier to code (mostly focus on the general_work function)
e SDR hardware support
e Several blocks (and functions) already implemented: filters, resamplers, video, etc.

® Simpler experimentation and extensions
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Agenda

© TEMPEST (Van Eck Phreaking) in GNU Radio
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VGA signal

B Let us first understand the VGA signal: it's basically a PAM with rectangular pulses
It may also be regarded as the output of a Zero-Order Hold (ZOH) DAC

Hor Active Start Hor Blank Start Hor Sync Start
ffhivies "l 1 '
\ L — - e
.
HSync _rl
) _I §verom: Tme
Blanki
i V Back Porch
- «—— Ver Active Start
Border
) N— v Top 8
Addressable
jeo
------- P>
>
% -
L <
Zecaa Peccncanaa: 3 g
- 0.7V b e e
e Veraksat |
v ‘7 v;: Sync Start
!
blankin
X FELLS
T, T=PM,
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Let x; be the pixels’ sequence, T, the pixel
duration and p(t) the rectangular function with
duration Tp:

x(t) = inp(t —iT,)
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VGA Signal: spectrum (a little math)

Let x; be the pixels’ sequence, T, the pixel
duration and p(t) the rectangular function with
duration Tp:

x(t) = inp(t —iT,)

= X(f)=>_ xiP(f)e T
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VGA Signal: spectrum (a little math)

Let x; be the pixels’ sequence, T, the pixel
duration and p(t) the rectangular function with
duration Tp:

x(t) = inp(t —iT,)

= X(f)=>_ xiP(f)e T
= X(f) = P(f)>_ xie > Te

= X(f) = P(F)X(f)
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Let x; be the pixels’ sequence, T, the pixel
duration and p(t) the rectangular function with X~ -
duration T: === [T

x(t) = inp(t —iT,)

Discrete Time Fourier
Fourier Transform of the pulse Transform of the
(approximately a sinc) pixels' sequence

= X(f)=>_ xiP(f)e T
= X(f) = P(f)>_ xie > Te

= X(f) = P(F)X(f)

Resulting (and emitted) spectrum
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“Demodulating” the VGA Signal

W | point my antenna to the VGA
connectors, demodulate at a carrier of
fe=1/T, (e.g. for 1024x768060Hz it
amounts to 1/ T, ~ 65 MHz), | consider
its magnitude (to avoid frequency
synchronization issues), and what do | get?
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“Demodulating” the VGA Signal

W | point my antenna to the VGA
connectors, demodulate at a carrier of
fe=1/T, (e.g. for 1024x768060Hz it
amounts to 1/ T, ~ 65 MHz), | consider
its magnitude (to avoid frequency
synchronization issues), and what do | get?

B One of the most challenging aspects of the
problem is time synchronization. We may
take advantage of repetitions: one line is
very similar to the next one, and a frame
is very similar to the next one.
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“Demodulating” the VGA Signal

W | point my antenna to the VGA
connectors, demodulate at a carrier of
fe=1/T, (e.g. for 1024x768060Hz it
amounts to 1/ T, ~ 65 MHz), | consider
its magnitude (to avoid frequency
synchronization issues), and what do | get?

B One of the most challenging aspects of the
problem is time synchronization. We may
take advantage of repetitions: one line is
very similar to the next one, and a frame
is very similar to the next one.
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gr-tempest: simplest flowgraph

QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
1d: inverted 1d: refresh_rate 1d: Hsize 1d: lines_offset Id: interpolatedHsize Variable
I Label: Refresh Rate (Hz) | | Label Value: 1d: Haisplay

Inverted colors? Horizont...on (total) | | Label: Vertical offset
2 340k

Value: 1024k

Variable Option 0 (Default): start: 0 start: 0
1d: px_rate Label 0: Yes of Variable
Step: 1 Step: 1 1d: Vdisplay
Value: 768
QT GUI Range QT GUI Range QT GUI Range
1d: Vsize 1d: harmonic 1d: horizontal_offset
Label: Vertical Label: Harmonic Label: Horizontal offset
Default Value: 806 Default Value: 1 [
start: 0 start: 1
Stop: 3.24k

stey

File Source
File: ..s1/30M_tv_g50_v2.dat

revest N Vertical px: 806 Deiay
9l 9¢ Correct sampling?: Yes Delay: 249.86k

Fine sampling synchronization

Max. deviation (%): 16.129m
Update proba.: 9.23136n

UHD: USRP Source

Syne: Unknown PPS Video SDL Sink

Input Width: 1,024k
Input Heights 768
[Command] Cho: Center Freq (Hz): ..58M [qut} Di:phy e o
Display Height: 768
Framerate: 0

Bl

Horizontal px (display): 1.024...4k
Vertical px (display): 768

Cho: Gain Type: Absolute (dB)

Video SDL Sink
Input Width: 620
Input Height: 806
Display Width: 1344k |I"”
Display Height: 806
0
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gr-tempest: simplest flowgraph

EEEmD QT GUI Chooser QT GUI Range QT GUI Range. QT GUI Range ariable
1d: inverted 1d: refresh_rate 1d: Hsize d: interpolatedHsize
Label: Inverted colors? | [ Label: Refresh Rate (Hz) | | Label: Horizont..ion (total) Value: 620
Num Options: 2 Default Value: 60 Default Value: 1
Option 0 (Defautt): 1 0
Label 0: Yes Stop: 6.144k
Option 1: 1
Label 1: No

Variabl

1d: samp_rate

QT GUI Range
Value: 30M

d: Vsize
Label: Vertical.ion (total)
806

1d: harmonic
bel

QT GUI Range
horizontal_offset
Label: Horizontal offset
Default Value: 0

File Source

File: ..5t/30M_tv_g50_v2.dat Fine sampling synchronization
Repeat: Yes Horizontal px: 620

Add begin tag: () Vertical px: 806

Offset: 0

Correct sampling?: Yes
Max. deviation (%): 16.129m
Update proba.: 9.23136n

UHD: USRP Source

Video SDL Sink
Input Width: 1,024k
Input Height: 768
Display Width: 1.024k
Display Height: 768
Cho: Gain Type: Absolute (dB) famerated

B

Delay
Delay: 249.86k

Use a USRP or a recoding for

offline operation

Complex to Mag

Variable
1d: Haisplay
Value: 1024k

Variable
1d: Vdisplay
68

Normalize Flow
Minimus
Maximum: 245

Alpha avg: 10m
Update proba: 100m

Framin
Horizontal px (total): 620
Vertical px (total): 806
Horizontal px (display): 1.024...4k
Vertical px (display): 768

El

Video SDL Sink
Input Width: 620
Input Height: 806

- Float To Short
ine—out| ¢

1
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Variable
1d: px_rate

Total resolution
and refresh rate
are manually set

File Source
SU30M_tv_g50_v2.dat
Repeat: Yes

Add begin tag: ()

Offset: 0

Length: 0

gr-tempest: simplest flowgraph

QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
i vuted e e o ofer o naptetse | [“varante
Cova racoors? | [ Lot ptrs e 2 || L oz, om e || Labate oria s Vane 1 oy
s iz | | e vntur s her 2020k

Option 0 (Default): Start: 0 Start: 0
Chraiorie S 200 Z Varabie
Option Ste p| Step: 1 Step: 1 1d: Vdisplay
S Vaer 75

[ AfGrtage | [arcurtae | [ arcortanse

e Pl [ Py

Labe: Harmonic Label: Horizontal offset
Default Value: 1
rt: 1

step:

Fine sampling synchronization

UHD: USRP Source

Sync: Unknown PPS

Samp rate (Sps): 30M

[Command| cho: Center Freq (Ha): 5611
Cho: AGC: Default

Cho: Gain Value: 50

ChO: Gain Type: Absolute (dB)

Vertical px: 806 Delay
Correct sampling?: Yes Delay: 249.86k
Max. deviation (%): 16.129m

Update proba.: 9.23136n

Update proba: 100m

Video SDL Sink

Framing

Horizontal px (total: 620

] veratp ot
ntal px

B

play): 1.024..4k

Display Height: 768 vmleal px (display): 768
Framerate: 0

Video SDL Slnk
Input Width: 6
Input Height s
Display Width: 1.344k
Display Nllwn( 806
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gr-tempest: simplest flowgraph

QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
Id: inverted Id: refresh_rate 1d: Hsize 1d: lines_offset Id: interpolatedHsize Variable
e e oo | | Laveb ot Ve 20
HamOntions: oufu Vauei 0 || et val: 136tk | | Detau vatoe: 0
Option 0 (Default): 1 Start: 0 Start: 0 Start: 0
e Sani2t0 P P
Option Step: 1 Step: 1 Ste
PR
QTGIII Range QT GUI Range QT GUI Range
. unl. Vemul ion (total) Label: Harmonic Label: Horizontal offset
Pixel rate and USRP Detault Value: 806 Detault Value: 1 | | Defautt Vatue:
Start: ta) Start: 0
center frequency are o

File Source Fine sampling synchronization
File: .5t/30M_tv_g50 v2.dat

Repeat: ves

‘Add begin tag: (
ot

Throttle Vertical px: 806

Sample Rate: 30M Correct sampling
Max. deviation (%): 16.129m
Update proba.: 9.23136n

UHD: USRP Source
Syne: Unknown PPS
Samp rate (Sps): 30M

Video SDL Sink

Framing
Horizontal px (total): 620
06

[command] GO (5= foutt Displsy Widths 2,024k 1 Horizontal px (display): 1.024..4k
Cho: Gain Value: 50 ::::z:::{vﬂh:: 768 Vertical px (display): 768
ChO: Gain Type: Absolute (dB) -
px_rate = Hsize*Vsize*refresh_rate Video DL Sink

— *| H
Center freq = px_rate*harmonic mhywmmim le—EE
Display Height: 806
Framerate: 0
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Options

File Source
File: ..s1/30M_tv_g50_v2.dat
Repeat: Yes

Add begin tag: ()

ofr

gr-tempest: simplest flowgraph

Label: Inverted colors?
2

QT GUI Chooser QT GUI Range QT GUI Range
1d: inverted 1d: refresh_rate 1d: Hsize
Label: Refresh Rate (Hz) | | Label

jorizont...ion (total)
al

Option 0 (Default): 1 start: 0
Label 0: Yes Stop: 240
Option Step: 1

: 1340k

QT GUI Range
1d: lines_offset
Label: Vertical offset
Default Value: 40
start: 0
Stop: 806
ste

Label 1: No

QT GUI Range

ion (total)
06

QT GUI Range
1d: harmonic

Labe: Harmonic
Default Value: 1

GUI Range
1d: horizontal_offset
Label: Horizontal offset
Default Value: 0
start: 0

Stop: 620

step: 1

Fine sampling synchronization

rottle

Th Vertical px: 806
Sample Rate: 30M

Correct sampling
Max. deviation (%): 16.129m
Update proba.: 9.23136n

UHD: USRP Source

Sync: Unknown PPS

Samp rate (sps): 304

[Command| cho: Center Freq (Hz):
Cho: AGC: Default

Cho: Gain Value: 50

Cho: Gain Type: Absalute

Video SDL Sink

Input Width: 1,024k

inp

soM fouth Dispiay Width: 1,024 [
Display Height: 765

Framerats

(dB)

Auto-correlation estimation
(around a lag of a frame's
worth of samples) and peak
detector

Variable

Variable
Id: interpolatedHsize
Value: 620

interpolatedHsize: number of
samples roughly corresponding to a
line (not necessary to be precise)

Hsize*samp_rate/px_rate

Framing
Horizontal px (total): 620

06
Horizontal px (display): 1.024...4k
Vertical px (display): 768

Video SDL Sink
: 620

6
Display Width: 1,344k [N #—0U

Display Height: 806
Framerate: 0

Federico Larroca
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gr-tempest: simplest flowgraph

QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
e invered e rerean e a 1d: lns_offet 1d: inerpoateahisize
Labet: Iverted colors? | [ LabetsReresh Rae (2  Vertcal ffset Value: 620
Option 0 (Dnhzuh): 1 Start: 0 " )
Label 0:Yes Stop: 200
Option Step: 1
Label 1:No
T GUI Range o GUI Range oTGuIRange | | -
1d: Vsize 1d: harmonic 1d: horizontal_offset interpolatedHsize: number of
Label:Vertical..ion (otal) | | Label: Harmonic | | Label:Horizontal offset
Coroutl value: 600 Default value: 1 samples roughly corresponding to a
stop: 324k Stop: 10 . .
Step: 1 Stepi 1 line (not necessary to be precise)

Hsize*samp_rate/px_rate

File Source
File: ..s1/30M_tv_g50_v2.dat
Repeat: Yes

Add begin tag: ()

Offset: 0

Fine sampling synchronization Normalize Flow
Throtie vertca ;806 " e
Sample Rate: 301 Correct sampling?: Yes Window: 620
" Max. deviation (%): 16.129m SO
Update proba.: 9.23136n Update proba: 100m

LTS Video SBL Sink Framing
sy N te (Sps): 30M Horizontal px (total): 620
amp rate (Spe: :

erticalp (ota: 06
ommand) cho: center Freq ). 5o fout Horizontal p (cisplay): 1.024. 4
Coase s ertica px display): 765
Ghor Gan Type: Abslte (62

Auto-correlation estimation  Will interpolate signal so as
(around a lag of a frame's ~ to generate H*V samples el

Input Height: 806

worth of samples) and peak between auto-correlation Dlpley Width 1344

Display Height: 806

detector peaks Framarate:0

El

Framerate: 0
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gr-tempest: simplest flowgraph

QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
1 inverted e efresh rate 1o Hsize 1 lnes_offset 1a: inerpolatecsize | | Variable
Label:Inverted colors? | Label:Refesh Rate (H2) Horizon..on total) | | Label: vericalofset Value: 1 Helspiay
2 : 1344k Default Value: 403 Value: 1024k
Variable Option 0 (Default): Start: 0 Start: 0
1d: px_rate Label 0: Yes. Stop: 240 of Variable
Option Stey Step: 1 Step: 1 1d: Vdisplay
Label 1: No Value: 768
QT GUI Range QT GUI Range QT GUI Range . .
d: vsize 1 harmonic 1d: horizontl_ofset Manual image centering
Laba: Harmonic | | Labal: Horizontl offset
Default Value: 1
i1
S 3288
ste

File Source
SU3OM_tv_g50_v2.dat Fine sampling synchronization

o
e o ot

Length: 0 Max. deviation (%): 16.129m
Update proba.: 9.23136n epooEm

UHD: USRP Source - -
Syne: Unknown PPS Video SDL Sink
Samp rate (Sps): 30M

[Command] cho: Center Freq (Ha): .58M [out}

Framing
Horizontal px (total: 620
] veratp ot

B

ntal px (display): 1.024..4k
€ho: AGC: Default
17
Cho: Gain Value: 50 ::::Iz :::[vﬂhr 68 vmleal px (display): 768
Cho: Gain Type: Absolute (dB) 8

Video SDL Slnk
Input Width: 6
Input Height s
Display Width: 1.344k
Display Nllwn( 806
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Variable

1d: px_rate

File Source
SU30M_tv_g50_v2.dat

peat: Yes
Add begin tag: ()
Offset: 0
Length: 0

gr-tempest: simplest flowgraph

Fine sampling synchronization

UHD: USRP Source
Sync: Unknown PPS

Samp rate (Sps): 30M
[Command| cho: Center Freq (Ha): 5611

Cho: Gain Type: Absolute (dB)

Throttle Vertical px: 806

mple Rate: 30M Correct sampling?: Yes
Max. deviation (%): 16.129m
Update proba.: 9.23136n

Video SDL Sink

B

Display Height: 768
Framerate: 0

QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
1d: inverted 1d: refresh_rate 1d: Hsize 1d: lines_offset Id: interpolatedHsize
Label: Inverted colors? Label: Refresh Rate (Hz) | | Label: Horizont...ion (total) | | Label: Vertical offset Value:

2 : 1340k Default Value: 403
Option 0 (Default): start: 0
Label 0: Yes Stop: 240 of
Option Stey Step: 1
Label 1: No
QT GUI Range QT GUI Range
1d: Vsize 1d: horizontal_offset
Label: Horizontal offset
[

Variable
1d: Haisplay
Value: 1,024k

Variable
1d: Vaisplay
Value: 768

play): 1.024..4k
(display): 768

Envelope detector (to simplify
frequency errors) and flow

normalization (preparing the
signal to be visualized)

Video SDL Sink
Input Width: 620
Input Height: 806
Display Width: 1.344k
Display Height: 806

0
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gr-tempest: simplest flowgraph

oticns) QT GUI Chooser QT GUI Range QT GUI Range QT GUI Range Variable
1d: inverted refresh rate 1d: Hsize 1d: lines offset d: nterpolatedHsize Variable
Label: Inverted colors? bel: Refresh Rate (H2) | | Label: Horizont...on (total) | | Label: Vertical offset Value: 620 1d: Haisplay
Num Options: 2 Default Value: 60 Default Value: 1,344k 403 Value: 1,024k
Option 0 (Default): 1 Start: 0
Label 0: Ye: Stop: 6144k Variable
Option step: 1 1d: Vaisplay
Label 1: o Value: 768

—1-QLGU! Range | QT GUI Range
1d: harmonic -M%

Label: Horizonta

1 /alue: 0

jon (total)

File Source
Fine sampling synchronization Normalize Flow

s o 0 2
Repant e i 1
R vogin a5 0 e : s 245
) Vindow 630
Max. deviation (%): 16.129m Alpha avg: 10m

Length: 0
Update proba.: 9.23136n Update proba: 100m

sy 3 te (Sps): 30M Horizontal px (total): 620
ChO: Gain Type: Absolute (dB) =

B

. . ) Negates the signal
If exploring possible resolutions, use —_—
this path (Video SDL Sink does not oo Va0

Display Width: 1.344k

change parameters on run-time) Disply Helghs 806
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Practicalities

B The null in the center frequency
results in a sort of horizontal border
detector
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Practicalities

. 8 8 I | e s
B The null in the center frequency =5 —’»& = :
. . | | Horizontal lines not
results in a sort of horizontal border i X - /\visible
| [ 2 No fill
detector i
[\ CH
i =
B 4 AN
B | 1N
'\’ 1 »w'-]f.',

B A somewhat large bandwidth is
necessary: at least 20 MSps.
® Sample losses complicates the
visualization (image centering) and
results in “jumps”
B Expect interference, which further
complicates the problem.
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necessary: at least 20 MSps.
® Sample losses complicates the
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Practicalities
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Practicalities
B What about digital (HDMI or DVI)?

°
°
o
°
°
o
°
°
o
°
o
o
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Practicalities
B What about digital (HDMI or DVI)?

°
°
o
°
°
o
°
°
o
°
o
o

B Each color has an 8 bit depth and is encoded into 10 bits (Transition-minimized
differential signaling or TMDS):
® The same flowgraph works except we have to demodulate at 10 times the pixel rate
® Due to the encoding, the image is qualitatively different (e.g. it has fill)

m Federico Larroca = gr-tempest 15/18



Agenda

© Future
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Future

B What if | don't know the monitor’s resolution?
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Future

B What if | don’t know the monitor’s resolution?
B Do we really need to work at such a high sample-rate?
® We may sacrifice frames instead of resolution (we don’t really need a 60 Hz refresh rate)
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Future

B What if | don't know the monitor’s resolution?
B Do we really need to work at such a high sample-rate?

® We may sacrifice frames instead of resolution (we don’t really need a 60 Hz refresh rate)

B Why consider only the magnitude of the signal?
® Taking the magnltude distorts the S|gna|

R e e T "
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Future

B What if | don't know the monitor's resolution?
B Do we really need to work at such a high sample-rate?
® We may sacrifice frames instead of resolution (we don’t really need a 60 Hz refresh rate)
B Why consider only the magnitude of the signal?
® Taking the real part reveals some details (but what about the frequency error?)

v v ¥ v -

. N L. - : . : = : -
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Future

B What if | don’t know the monitor’s resolution?
B Do we really need to work at such a high sample-rate?

® We may sacrifice frames instead of resolution (we don’t really need a 60 Hz refresh rate)
B Why consider only the magnitude of the signal?

® Equalizing reveals further details (blind equalization?)
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Future

B What if | don't know the monitor’s resolution?
B Do we really need to work at such a high sample-rate?
® We may sacrifice frames instead of resolution (we don't really need a 60 Hz refresh rate)
B Why consider only the magnitude of the signal?
B And in the digital case, where equalization is not really possible?
@ First steps in using deep learning to reconstruct the image. Do not throw away one of the
channels!
® \We provide a signal simulator that should ease constructing a training set

e
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Thanks!

i Questions?

Federico “Larroca” La Rocca

& flarroca@fing.edu.uy
W ©fedelarrocca
O https://github.com/git-artes/gr-tempest

We also share several recordings.

Special thanks to Pablo Menoni along whom | understood TEMPEST
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